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1
Decision/action requested

It is proposed to approve this pCR to TR 33.857.
2
References
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3
Rationale

This solution addresses Key Issue #3 "Security impacts from supporting IMS voice and IMS services in SNPNs". The solution proposes that UEs which are equipped with a USIM with AKA-credentials for SNPN access can use these credentials to mutually authenticate with the IMS Core.  

4
Detailed proposal

***** Start of Change *****
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6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues

	
	Key Issues

	Solutions
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6.A
Solution #A: Authentication to IMS Core using SNPN credentials
6.A.1
Introduction

This solution addresses Key Issue #3 "Security impacts from supporting IMS voice and IMS services in SNPNs". The solution proposes that UEs which are equipped with a USIM with AKA-credentials for SNPN access can use these credentials to mutually authenticate with the IMS Core.  

This solution applies to UE which are equipped with a USIM and AKA-credentials for SNPN access.

The solution does not require any new normative work. It uses the UDICOM specifications as already defined in TS 23.632 [xx].
6.A.2
Solution details

6.A.2.1
Solution Principles

This solution is based on the architecture proposed in Solution #20 of TR 23.700-07 [3]. Figure 6.A.2.1-1 shows the architecture for convenience.  
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Figure 6.A.2.1-1: Access to IMS services via Stand-alone Non-Public Network

Solution #20 of TR 23.700-07 [3] proposes that the IMS Core system is accessed over N6 reference point as a Data Network offered by the SNPN. Gm reference point between the UE and the P-CSCF is managed as user plane traffic via UPF.

This solution proposes that SNPN UEs reuse the user identifiers and credentials used for accessing the SNPN 5GC for accessing the SNPN IMS system as follows:

In this solution, it is assumed that the SNPN UE is provided with a USIM including AKA credentials. The HSS-IMS can then request AKA AVs from the UDM/ARPF over the NU1 reference point as already defined in the UDICOM work, see e.g. TS 23.632 [xx]. More specifically, the HSS-IMS uses the Nudm_UEAuthentication_GetHssAv service operation defined in TS 23.632 [xx], clause 5.2.3, to retrieve an authentication vector from the UDM. In this case, the UDM/ARPF behaves as an AuC and provides IMS AKA AVs to the HSS-IMS.

6.A.3 
System impact

UE:

-
No impact 

UDM and HSS-IMS:

-
No impact. Support of HSS-IMS requesting IMS-AKA AVs from UDM/ARPF is already specified in TS 23.632 [xx], clause 5.2.3.

6.A.4
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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